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0 About

Functionality described in this manual allow staff (and customers) to upload documents that are used to validate
data recorded and reported to funders. These documents may contain Personally Identifiable Information (PII)
and this functionality allow staff to upload specific documents or send customers a link to upload specific
documents into |-Trac securely and then attaches those documents to an individual I-Trac customer record and
allows staff to link them to specific enroliments.

Shared Electronic File Cabinet

It is our collective hope to better serve customers. In a traditional grant management and ‘paper world,” a
customer may be asked multiple times to provide a single document because each program requires it. The goal
with this electronic file cabinet is to only require a new document uploaded where the document has not already
been uploaded and to allow any program to benefit from the documents already in the system. We are relying on
all system users with appropriate permissions to fill this electronic cabinet. The cabinet may be used across funds,
local areas and other I-Trac licensees.

Security

This system is offering tools that allow staff to securely upload and store eligibility and performance related
documents that contain sensitive information and PIl. All document images and the Document Numbers captured
in data fields are encrypted and scrambled as soon as they are uploaded. After upload and review there are a very
limited number of users who have permissions to view the document again.

Users will be unable to print documents and right click is disabled to make it harder to save an image to a local
hard drive. While the system cannot prevent users from taking screen shots, it is strictly prohibited.

User Misuse or Misrepresentation

Falsifying data or misrepresenting data in I-Trac is fraud and a misuse of program funding. Using your access levels
to acquire and/or share information about an I-Trac customer that is not for allowable business purposes is strictly
prohibited and will result in account termination. All terms of use are outlined in the I-Trac User Requirements
and Agreements Policy. Users can review this policy by logging into I-Trac and clicking user account link in the
upper right corner.

Handling Sensitive Documents

There are correct and incorrect ways to handle documents containing sensitive information and the images uses.
The purpose of this upload tool is to limit the incorrect ways of handling sensitive information; however, I-Trac
System Administrators cannot stop staff misuse. Below are some valuable tips and we rely on Grant
Administrators to help enforce these requirements:

1. Never email a document containing sensitive information or PII.
2. If scanning document images:
a. Talk to your network engineer to confirm security.

b. Scanners that email the document image to you, may not be secure. Many employer email
systems are cloud-based. Sending an image to a cloud-based email is similar to emailing person-
to-person and is not recommended.

c. Scanners that are hard wired to your device or are storing images on the same secure network
may be secure.
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3. ltisrecommended that staff first consider the customer upload option. If that is not an option, it is
strongly encouraged staff use a device with a camera. These camera upload options allow staff to capture
an image with the camera and upload securely, without needing to save the document’s image to the
device.

4. If you scan or take a picture of a document and save it to the device for file upload, please be sure the
image is deleted from the device after upload.

Grant Policies for Documentation Requirements

Grants that require data elements have backup documentation should have a policy that describes the documents
that are needed and why they are needed. Staff should assess whether the customer has already uploaded this
document, whether the document is expired (if applicable) and determine whether they need to upload other
documents to meet the requirements of their program.

General Procedures

This functionality offers plenty of options for uploading. Whether staff is uploading or staff is requesting a
customer to upload a document or whether the upload is on the device the staff is working on, a secondary staff
device, or a secondary customer device; and whether the document can be captured by the device camera or is
already stored on the device for upload. All of these options really follow a general set of business procedures:

1. Confirm the customer enroliment episode has been added or already exists.

2. Search customer documentation to determine which documents are already saved or needed based on
the grant policies.

3. Coordinate with the customer to decide which documents are needed and how best to upload missing
documents.

4. Upload or request the customer uploads the documents.

5. Review the uploaded documents.

6. Attach an enrollment episode to the document so users know the document is being used for enrollments
in the I-Trac system and cannot delete the document.

6|Page
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Hoi Permissions
N

I-Trac is a permissions-based system and the permissions to view, edit, upload, review and update documentation
details is also permissions-based and uses staff provider permissions to determine access and function.

Current Enrollment Episode

The system is looking at the searched customer and the user’s individual permissions to any of the enroliments
that customer has and whether those customer enrollments have exceeded their post-exit follow-up or
performance tracking periods. It may help to break this down further and provide more definitions:

Enrollment Episodes Defined

Every enrollment a customer is enrolled in consists of a service provider, important enrollment dates
(application, registration, participation, exit), a set of program services during enrollment, and sometimes a
period after exit for follow-up and performance tracking. Users can distinguish each enroliment episode by
the rows on the providers tab.

Current Enrollments Defined

Current enrollment means the customer enrollment has not yet been locked which happens after exit and
when the follow-up or performance period has ended. Data entry and admin users can tell the record is
locked because they cannot enter or edit data in the enrollment episode even though they have permissions
to select the enrollment.

Individual Permissions Levels to the Customer’s Current Enrollments

A user’s permissions levels may vary by fund; therefore, a staff working with a customer may find they have
different permissions levels by fund enrollment. Where a user has read only to one current enrollment and
full data entry to another, their permissions in customer documentation will align with the full data entry
permissions. Likewise, if a user has read only to the current enrollment and full data entry to enrollments that
are no longer current, then their customer documentation permissions for this customer will reflect those of a
read only user.

Permissions Levels

Documentation is generally a task for system users that are responsible for eligibility and performance tracking in
the grant; therefore, customer documentation functionalities are permissions-based. These general guidelines
help to specify what staff can or cannot do as it relates to the customer documentation functionality.

*Users can review their own permission. Click the user account button in the upper right corner of I-Trac when
logged in. Scroll down to see all your fund/provider permissions.

W/ sign out

user account

Figure 1 - User account button.

See the Permissions Chart for more clarity about each of these permissions levels and how they can use this
functionality.
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Read Only
These are generally designated for some funders or community partner staff that have permissions to only

view customer records. This means the staff has read only to all the customer’s current enrollment episode.
*User’s Fund/Provider Permissions: I-Trac Access = Read Only

Limited Data Entry

These are generally partner staff with limited data entry abilities to at least one of the customer’s current
enrollment episode. These users do not have the ability to complete registration or documentation in any of
the customer’s current enrollment episode. Where WIOA Adult/DW funds, this is generally OED, DHS, TAA or

other community organizations with limited data entry access.
* User’s Fund/Provider Permissions: I-Trac Access = Case Worker or Data Entry and Reg Access= Read Only

Full Data Entry

These are generally case workers responsible program reporting, including registration and/or performance
for at least one of the customer’s current enrollment episode. This is going to be grant funded staff. Where
WIOA Adult/DW/DWG/Youth funds, this is Title | staff only.

* User’s Fund/Provider Permissions: I-Trac Access = Case Worker or Data Entry and Reg Access=

Case Worker or Data Entry o USER PERMISSIONS VARY
FROM GRANT-TO-GRANT.

Ad min If you have read only level
permissions to one current

These are generally Grant Administrators responsible for grant oversight and Sl e el

they must have admin level permissions to at least one of the customer’s a customer, but limited data
current enroliment episodes. Their permissions allow them to modify data entry to another current
that is locked. They are typically the local area board staff or designated enroliment, then you will have

the limited data entry level
permissions in customer
documentation. If you have full
data entry level permissions to
any of the enrollments, then

grant administrator for non-board licensees.
* User’s Fund/Provider Permissions: Reg Access= Admin

M you will have that level of
These are individuals tasked with monitoring customer records for data permissions in Customer
validation and documentation. They are given a special temporary Documentation functionality.

permission role for read only access to customer records and customer

documentation.
* User has Special Role = Monitor and Read Only Provider Permissions.
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Permissions Chart

The charts below is intended to help to specify permissions levels and are specific to the customer’s current enrollment episodes. The chart describes action buttons, links, icons and buttons by user type and whether these buttons
are visible/clickable for the user. It also helps to identify the users that have access to certain functionality and related permissions-based rules.

I-Trac System Admin

(Partners/Funders) (Partners) (Grant Funded Staff) (Grant Administrator)

Action Buttons, Links & Icons (visible/clickable)
Show/Hide Buttons X X
Upload Button -- --
Review Button - -
Select Button -- -- X X
Delete Button -- -- Before review Before attach --
enrollments
Attach Button -- -- After review After review -- After review

Functionality & Permissions-Based Rules
Search / Search Results X X
Upload Documents / Request Customer Uploads - -
Open Document Details Pop-Up — Before Review -- --
View Document Image - -
View Full Document Number = =
Edit Document Details - -
Delete Document = -
Complete Review - -
Open Document Details Pop-Up— After Review -- =
View Document Image -- - -
View Full Document Number = - -
Edit Document Details -- - -
Delete Document = - -
Open Document Details Pop-Up — After Enroliment Attached - - X
View Document Image = - -
View Full Document Number -- - -
Edit Document Details = - -
Delete Document - - -
Attach Enrollment to Document - = X
View Notes After Attachment - - X
Edit Notes After Attachment = - -
Remove Enrollment from Document After Attachment -- - -

X
X -
X

X X X X
1
1

X X X X X

X X X X X X X X X

X X X X X X X X X X X X X X X X
1
1

X X X X X X X X X X X X X X X X X X X X X X

X X X X
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Document Details & Data Field Definitions

For every document type, there are details that will be recorded by staff to support the document image. The following data fields are presented throughout customer documentation. Where data fields are blank
in the database, it is because it is not required for the specific document type, or it was not required at the time of upload. To view required fields by document type, visit the Document Types Tab.

This chart helps to explain where users can view, add, or edit the field if they have appropriate permissions.
1. Search Tab: Most data fields are viewable from the Search Tab so I-Trac users can view which documents are in the electronic file cabinet for this customer.
2. Staff Upload: While users are uploading documents, they are asked to add the required data elements. Only users with appropriate permissions can upload documents.

3. Document Details Pop-Up: The Document Details Pop-up is where documents are edited. Who can edit document data fields and are based on the user’s permissions and whether the document has
been reviewed or enrollments attached. See the permissions chart for clarity.

4. Attached Enrollments Pop-up: This is where specific enrollment episodes are attached/associated with a specific customer document.

Attached
Document S

Data Field Description Search Tab Staff Upload S Enrollments

Details Pop-Up
Details Pop-U Poo-U

This field reflects all the enrollments attached to the document. In other words, it
specifies the enrollments that are using this document as backup documentation for
their customer’s enrollment episode. This is manually added after the review is
complete. See Attached Enrollments Field for more detail.
When an enrollment is attached to a document, it may be helpful to further explain
Attached Enrollment Notes  why it will be attached to that specific enrollment. For example, Identification may -- -- -- Add/Edit/Delete
be linked to an enrollment to validate DOB. See Notes for more detail.
AT TR The im‘age that is uploaded by staff or tche customer. This image is reviewed and B Add 3 3
then hidden from most users for security purposes.
The unique identifier of the document. This number varies by document and may
Document Number not be required for some document types. This is manually entered by staff during -- Add Edit --
upload or during review.

Attached Enrollments View -- -- Add/Edit/Delete

10| Page
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Document Attached
Description Search Tab Staff Upload S Enrollments

Document Type

Expiration Date

Issue Date

Issued By

Reviewed By

Review Notes

Staff Request

Uploaded By

Updated: 2022.03.01

Details Pop-
etails Pop-Up Pon-U

See Documentation Types Tab to view all the documentation types that can
uploaded to I-Trac. All photos/images of documents should align with the document
type. Staff should never identify a document as document type that it is not. New
document types can be added to the system if approved by Grant Administrators View Add Edit --
and I-Trac System Administrators. The document type is chosen during staff upload
or when staff request an upload from a customer. The document type can be edited
during the review if incorrect.

The date the document expires. Some documents may not ever expire. This is
manually entered by staff during upload or during review

The date the document was issued. This is captured so staff can know if the
document existed at the time the program needed it. This is manually entered by View Add Edit --
staff during upload or during review.

The agency, school, organization, or other entity that issued the document to the

View Add Edit -

customer. This is manually entered by staff during upload or during review. View Add Edit -
The reviewer that that completes the review. This is captured automatically when View 3 3 3
the review is completed.

Any notes related to the document that are not captured in data fields. -- -- Edit --
The staff person that requested the document. This is specifically relevant to

customer uploads. This is captured automatically when the document is requested View -- -- --
and then uploaded.

The person that uploads the document. This can be staff or the customer. This is View 3 3 3

captured automatically when the document is uploaded.
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’,T.@ Search Tab

This tab allows all I-Trac users to search and view documentation that has been uploaded. Search results present
all the uploaded documents matching the search criteria. This tab in the contains multiple action buttons which
are permissions-based and are used for all upload functionalities. From search results, staff can upload
documents, select to view document details, review documents, and view/attach enrollments to the customer’s
documents.

Figure 2 - Green Customer Documentation tab / blue Search tab.

Search Options

Staff may choose to search for customer documentation two ways.

Search Control

Users can go to the Customer Documentation/Search tab directly to search using the search control. There
are multiple search fields and searching is similar to searching for customers in I-Trac and search results will
appear below the search.

L e Upiosd | Document i Requests . ) )
Types

Szarch for customar or sarch for the sta that uploaded the document or requested a customer uplaad a documant below.

Legal Last Name Legal First Name Customer ID Email Staff Last Name Staff First Name Review Status

| | | | | | | | QR ‘ | | Review nesdzd only Search ” Clear

Figure 3 - Search control.

a. Searching by Customer Elements
This option is best when searching for a specific customer. Search by Customer’s Legal Last Name, Legal
First Name, Customer ID or Email Address.

b. Searching by Staff Elements

These are meant to search for staff that uploaded or requested a document from the customer. These
are the same individuals that would be prompted to complete a review. These options are great for Grant
Administrator oversight. Search by Staff Last Name or Staff First Name.

c. Reviews Needed Only Filter
When this is checked and no other customer or staff elements are selected, then it will return the reviews
you are prompted to complete as logged in user. Same results as from the yellow |-Trac pop-up.

When this box checked with other customer or staff search elements, it will return all the reviews needed
which meet the search elements. This is also great for Grant Administrator oversight.

Search From Customer Record

Staff may choose to search customer documentation from within a customer’s I-Trac record. This is helpful
when already working in a customer’s record. Below are the steps to search:

12| Page
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1. Click the Tools menu in the header of the customer’s record

find customer | providers Logged in as: jmedhaug: Jm I-Trac System Administrator (none,none)
edit | egal Name: Ada.test Test (I-Trac Customer ID: 1529401)
) ) customer documents menu | tools
Other/Preferred Name: (not specified) Pronouns: (net specified)
WIOA Youth - Department of Youth Services - Serbu 1] Center, EID = 2202072
Etad
add  Providers
Application  Registration Participation
Service Provider Customer Of Date Date Date Exit Date

edit WIOA Youth - Department of Youth Services - Serbu JJ Center 2/2/2022

2. Select Search Customer Documentation link

Tool Menu

3

« Login as Customer in My WorkSource
- « Search Customer Documentation

« Print Page

* Support

3. The system will automatically take the user to the Customer Documentation / Search tab and execute a
search based on the Customer ID.

IR e S R I R ) S )
Search Upload Document Requests.
I Types

Search for customer or search for the staff that uploaded the document or requested a customer upload a document below

Legal Last Name  Legal FirstName  Customer ID. Email Statf Last Name Staff First Name Review Status

—— e o S

Customar Name Customer D Birth MM/DD  Racent Fund Activity
upload | [_hide Adatest Test 1520401 0415 WIOA Youth
Document Type Issue Date Issued By Expiration Date  Staff Request Uploaded By Reviewed By Attached Enroliments
[review | [ deiete Identification (Driver's License) 2212018 Gregon DMV 27272026 o v System Adminiirstor
Jm I-Trac System Administrator
@ delete Birth Certificate 14171980 Clackamas County o 4
Caens o s ; Jm I-Trac System Administrator - - o et - S ) e
[t ] [t CASAS Goals 2732022 casas . Jm I-Trac System Administrator WIOA Youth - Serbu 1 Cente
=) [ o [ e Jm I-Trac System Administrator

(staff)

Search Results

The search results will show the user all customers matching the search criteria. A DUPLICATE CUSTOMER
It will also show all the document types uploaded for each customer that is

. . . If a single customer record
returned in these results. Each unique customer record has a unique Customer

has duplicate customer
records in |-Trac, be sure to
upload documents to the
correct customer record. It
may be appropriate to merge
the customer records. Talk
to your Grant Administrator.

13 |Page
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Legal Last Name:

S el ) 1P N I S
Upload | Document foquosts
Types

Search for customer or search for the staff that uploaded the document or requested a customer uplead a document below.

Review Status.

Review needed only

Customer Name

Adatest Test
Customer 2

Customer Name
Adatest Test
Customer 3
S

Customer ID Birth MM/DD
o101
Customer ID Birth MM/DD
06/01
Document Type

Identification (Driver's License)
Training Provider
Evaluation/Progress Report
CASAS Geals

Follow-up Survey (Signed)

Quarterly Tex Payment Forms

Recent Fund Activi

Recent Fund Activi

ity

ity

Expiration Date ~ Staff Request

Legal First Name Customer 1D Email Staff Last Name Staff First Name
[test | [20a | [ ] [ | o | il

Customer Name CustomerID  BirthMM/DD  Recent Fund Activity
Adastest Test 1520401 04415 WIOA Vouth

Customer 1 Decmenttype lsueDate  Issued By

Identification (Driver's License) 2/2/2018 Oregon DMV 2/2/2026

Birth Certificate 1/1/1980 Clackamas County

sel CASAS Geals 2/3/2022 CASAS
GED 222022 e

Uploaded By

Jm I-Trac System Administratar
(staff)

Jm I-Trac System Administrator
(staff)

Reviewed By

gﬂ‘f'g“‘ SYSIEmAIMINEIRIOT | o System Administrator

Jm |-Trac System Administrator
(Staff)

DWG Disaster (Fires), WorkSource DW (WS Medford), WorkSourea DW (WSPM N/NE), WorkSouree DW (EDIT to your provider)

Issue Date Issued By

2/12022 PCC

1/22/2022 Pee Wee's Playhouse
1/1/2002 N/NE WorkSource
11,2019 IRS

Expiration Date

Staff Request
RO2Reboot Train

Hf I-Trac System Administrator

Hi I-Trac System Administrator

Uploaded By Reviewed By
Adatest Test (Customer)
RO2Reboot Train (Staff) RO2Reboot Train

Adatest Test (Customer)

Adatest Test (Customer)

Hf I-Trac System Administrator
(Staff)

Hf 1-Trac System Administrator
Hf 1-Trac System Administrator

Hf 1-Trac System Administrator

Attached Enroliments.

= WIOA Youth - Serbu ) Center

Attached Enroliments.

—

* BTWOZ - W50 Medford TIC

Figure 4 - Name search results in multiple customer records that match the search criteria.

Action Buttons

All the action buttons listed below are permissions-based. See the permissions chart for clarity.

Customer 1D Birth MM/DD  Recent Fund Activity
uplosd hide Adatest Test 129572 0601 DWG Disaster (Firg
Dfcument Type Issue Date lssued By
@ Igentification (Driver's License) /2022 OR DMV 2028
(=] ess Report
CpSAS Goals Pee Wee's Playhouse
) Fhliow-up Survey (Signed) N/NE WorkSource
jarterly Tax Payment Forms 112019 RS
@ fth Certificate 1980 Oregon State
_— i

[revew] [acicte |
(i) [aie sh-photo

Uploaded By

RO2Reboot Train Adatest Test (

02Reboot Train (Staff)

=

Trac System Administrator

z

Trac System Administrator

res), WorkSource DW (WS Medford). WorkSource DW (WSPM N/NE), WorkSource DW (EDIT to your provider)
Expiration Date  Staff Request

Reviewed By

(Customer) Jm I-Trac System Administrator

R02Reboct Train

System Administrator

H1Trac System Administrator

(staf)

Adatest Test (

T

Trac System

trator

Hi 1-Trac System Administrator

Customer)

Hf I-Trac System Administrator

61T System Administrator

Adatest Test (Customer)

Adatest Test (Customer)

WG Disaster (Fires) - WS Grants Pass (02/10/2022)
O Medford TIC (05/15/2015)

Figure 5 - Action buttons for a user with full data entry permissions to one or more of the customer’s current enrollments.

Upload Button

This button is how all new documents are added to the database. When this button is clicked, the user is
taken to the upload tab. Only users with full data entry or admin level permissions will see this button.

Show/Hide Buttons

These buttons will expand/collapse all the documents for the individual customer record.

Review/Select Buttons

Both Review and Select buttons will open the details of the document type. Only users with full data entry or

admin level permissions will see these buttons.

Review Button

The document has not yet been reviewed. Click this button to open the document details pop-up in edit

mode.

Updated: 2022.03.01
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Select Button

The document has been reviewed; therefore, the review button is replaced with a select button. Click
this button to open the document details pop-up.

Delete Button

This button will delete the document from the database. There are additional conditions to delete
documents. Only users with full data entry or admin level permissions will see this button. Full data entry
users will only see it before the document is reviewed. After review, only admin users will see this button.

After an enrollment is attached, admins cannot delete the document unless they remove attached enrollment
first.

Attach Button

This allows users attach an enrollment to a document. This is done manually by staff after review is complete.
Only users with full data entry or admin level permissions will see this button.

Search Tab View by Permissions Levels

Because this page varies so much by user and their individualized permissions to the enrollments, it is difficult
to specify every situation. Below are the general guidelines and example views that the typical user will see
based on the customer they are working with.

Read Only & Limited Data Entry View

Users with read only or limited data entry permissions are typically users that are working for partnering
organizations where the customer is shared. These individuals are not completing grant funded eligibility
or performance tracking and would not have a need to upload, review or attach enrollments to
documents. That said, these users really have a read only access to customer documentation. They only
have the hide/show action buttons.

Search for customer or search for the staff that uploaded the document or requested a customer upload a document below,

LegalLast Name Legal First Name  Customer ID Email StaffLastName  Staff First Name Review Status

[rest | [aca | [ | [ | or | | [ Review needed only
Customer Name CustomerID Birth MM/DD  Recent Fund Activity
Adatest Test 1529401 04/15 WIOA Youth

Document Type Issue Date Issued By Expiration Date ~ Staff Request Uploaded By Reviewed By Attached Enrollments
Identification 2/2/2018 Oregon DMV 2/2/2026 ;Q‘E‘F’,}T’E‘ System Administrator

Birth Cerificate 1/1/1980 Clackamas County

CASAS Goals 27342022 casas g’;g’“ System ADMINIStrator | 1o System Administrator « WIOA Youth - Serbu 1) Center (02/02/2022)

GED /272022 ccc Jm I-Trac System Administrator
(Staff)

Figure 6 - Search page view for users with read only or limited data entry permissions to customer’s current enrollments.

Full Data Entry

Users with full data entry level permissions are grant funded staff with a responsibility to complete grant
eligibility or performance tracking. They need to upload, review and attach documents, but there are
limitations to edit and delete documents after review.

15|Page
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T e K s B wm
Search upload Document
| “Tvves

Search for customer or search for the staff that upicaded the document o requested a customer upload a dacument below.

Legal Last Name  Legal FirstName  Customer ID

WG Disaster (Fires), WerkSource DW (WS Medford), WorkSource DWW [WSPM M/NE), WerkSource DW (EDIT to your provider)

Email Staff Last Name Staff First Name Review Status
1520872 oR Review nesded caly
Customer Hame Customer D Birth MM/DD  Recent Fund Activity
[hide ]  Adatest Test 06701

Updated: 2022.03.01

HA |-Trac System Administrator  Adatest Test (Customer)

fssue Date Issued By Expiration Date  Staff Request Uplasded By Reviewed By Attached Enrollments
[Csetet | Identication (Drwwers Licerse)  211/2022 CRDMY 212028 #02Reboot Traim Adstest Test (Customen) Jm I-Trac System Administrator - WorkSen WS Medford (05/04/2015)
Training Provider - e et T . -
[Getet ] CASAS Gosls w2202 Pee Wee's Playhouse Wi I-Trac System Administrator  Adatest Test (Customer) Hf I-Trae System Administrator
[Goeteat | Follow-up Survey (Signed) 1172002 RU/NE WorkScurea i I-Trac System Administrator  Adstest Test (Customen) H I-Trac Systam Administrator
[osteat | Guarterly Tax Payment Forms 1172019 7S i System AdmIntRN L Trae System Administrator [ aHach ]
« DWG Disaster (Fires) - WS Grants Pass (02/10/2022)
Birth Certficate 11171980 Gregon Stat B |-Trac System Administiator  Adatest Test (Customer] LT Administrator
=] et egon State se System Rminisitor  Adsest Tes (Customer) sc System Administotor Lo D e e
(] [Geme]  etbestion (Goverment sued 1 - Trac ystem Admiistuator  Adatest Test (Customen
Photo ID) !
[ (o] sesephow

Figure 7 - Search page view for users with full data entry permissions to customer’s current enrollments.

Admins
Users with admin level permissions are grant funded and are responsible for grant oversight. These users
need to be able to do the same tasks as the full data entry user; however, they also need additional

permissions to remove enrollment attachments and edit or delete document details after they’ve been
reviewed if there is a mistake.

Upload Docsment
| "
Search for customer or search for the staff that uplaaded the document or requested 3 customer upload 3 document below
Legal LastName  Legal FirstName  Customer ID Email StafflastName  Staff First Name Review Status
[ | 1520572 ] [ of Review needed only
Customer Name: i Activity
Adstest Test 1529572 08/01 DWG Disaster (Fires), WorkSource DW (WS Medford), WorkSource DW (WSPM K/NE), WorkSource DW (EDIT to your provider)
Document Type Issue Date Issued By Expiration Date  Staff Request Uploaded By Reviewed By Attached Enrollments
= dentiston Orfers Uenssl 292022 OROWY s RodRsboorTam Adstst Test (Cutomes) 1 i Sytem Adminitator + WorkSource DI - WS Mdlor
Training Provider
Ry vec 02 Train (Staff) 2Reboot Tran
[Coetect | [ deete | - limailN 22022 RO2Reboot Train (Staff) RO2Reboot Tra
[Costect ] [(aetete | CASAS Gows 1222022 Pee Wee's Playhouse HF1-Trac System Administrator  Adatest Test [Custome) Hf I-Trac Systam Administrator
[Cotect | [[aesete | Fallow-up Survey (Signed) 1112002 N/NE WarkSource K -Trac System Administrator  Adatest Test (Customen) K I<Trac System Administrator
. H I-Trac System Administrator
=T = Quonery ToxPoyment forms. /12019 s B o Sy Ademinisator
. ks Pass [02/10
Sith Ceriste VU190 Oregon e Mo System Ackmimstator Adtest et (Custome) | i T Syt Ademinisator T
Identification (Gavernment lssued . )
[Creview] Pl Hi FTrae System Administrator  Adstest Test (Customes)
(== St Photo e o Syt Acmimstator Adstest Test (Customen)

022)

Figure 8 - Search page view for users with full data entry permissions to customer’s current enrollments.

Monitors

These users have a temporary need to monitor customer enrollments. During that review, they are
validating that backup documentation exists where it is required and need to be able to see all the
document details, but they cannot edit or make changes to the information saved.

Figure 9 - Search page view for users with monitor permissions to customer’s current enrollments.
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[fest | [aca [ | | or | I Review nesded only
Customer Name. Customer ID  BirthMM/DD  Recent Fund Activity
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[eeet) Birth Certifcate 111980 Clacksmas County I | Trac System Administator
(Staff)
CASAS Goals 27312022 casas gﬂ‘g’“ System AImInSHZOr 1 Trac System Administrator « WIOA Youth - Serbu Il Center (02/02/2022)
=) o [ e I T Sy Adminttor




Information Management System The Partland Metro Workforce Development Board

Cfb Upload Tab

This tab contains all the upload functionality. Any user with full data entry or admin level can complete a review.
The system offers a few different options for uploading:

1. Staff Upload: Upload a document from this device

2. Staff Upload: Upload a document from another device

3. Customer Upload: Send Document Upload Request

|:“ I-Trac Secure Document Upload

Customer Name
Adatest Test

I-Trac Customer ID
1529571

Select how you are uploading the document.
O Staff Upload - Upload image from this device
O staff Upload - Upload image from another device
O Customer Upload - Send request to customer for upload

Figure 10 - Upload options.

Before Upload

Staff should view existing documents saved for the customer to determine which are needed. The customer must
have a current enrollment episode and staff that will upload must have appropriate permissions levels.

When ready to upload, click the upload button from the search results.

Documentation Types (Tab)

For staff convenience, a current list of document types are listed on this tab. The required data fields are noted for

each documentation type. This list may change; however, it can only change with Grant Administrator AND I-Trac
System Administrator approval.

Sea.rch Upload ' Document . RE'I':SE
| Types
Document Type Issue/Effective Date Required Expiration Date Required Document Number Required
Application (Signed Program Application) Yes MNa Mo
Associates Degree Mo Mo Mo
Bachelor's Degree Mo No Mo
Baptismal Record Yes MNa MNao
BEST Literacy Yes Mo Mo
BEST Plus 2.0 Yes No Ma
Birth Certificate Yes MNa MNao
CASAS Goals Yes Mo Mo

Figure 11 - List of all current documentation types and the fields that are required.
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Where a document is multiple pages, staff or the customers (as applicable), can upload multiple images for a single
document type.

Staff Upload Options

Staff have two options to upload a document and it is dependent on the device they

use:

1. Upload image from this device.

2. Upload image from another device.

How to Upload From This Device

Users should select this option if they are in I-Trac from a device that already has
an image of the document saved or the device is enabled with a camera to take

a picture of the document.

I. Select Staff Upload — Upload image from this device

Customer Name
Ada.test Test

|-Trac Customer ID
1529401

ﬁ [-Trac Secure Document Upload

Select how you are uploading the document.

@ Staff Upload - Upload image from this device
O Staff Upload - Upload image from another device
O Customer Upload - Send request to customer for upload

2. Select Document Type

A SECURITY WARNING

Staff are handling sensitive
documents and should not

store images of customer
documents on their devices
long term — especially mobile
devices. It is recommended
staff use a device with a
camera enabled so the
upload tool can use the
camera to capture the image
and the document is not
stored on the device.

Staff may only upload one document at a time, so must choose the document type for upload. Click next.

Select document type.

Identification (Driver's License)

|

Updated: 2022.03.01
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3. Verify Customer and Document Type

Staff are confirming their selections. Click next.

|:‘ [-Trac Secure Document Upload

Verify Customer and Document Type

Customer Name
A. Test

|-Trac Customer |D
1529571

Document Type
Identification (Driver's License)

TN T

4. Enter Document Details

\V,V X! o

s y s t e m sW®

The Portiand Metro Workforce Development Board

Depending on the document type, there will be data points which should be data entered about the

document. See Documentation Related Data Fields for more information.

Document Number
1234567 |

Issue/Effective Date
02/01/2018 J

Issued By

Oregon DMV
Expiration Date
02/01/2023

I:‘ |-Trac Secure Document Upload

Enter Document Number, Document Issue/Effective Date, and Document Expiration Date for Identification (Driver's License)

I < BACK ” NEXT »

5. Select Document Source (File or Camera)

There are two ways a staff can upload. Staff choose to select a file from this device or take a photo using

the camera. Click Next.

R I-Trac Secure Document Upload

Select Document Source

selact a file stored on this device

Take a photo using the camera on this device

< BACK “ NEXT »

Updated: 2022.03.01
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a. Select image(s) stored on this device

Like standard upload tools, click choose file, browse system folders to select the correct document
and select it. File type must be JPEG or PNG image. Users may choose up to 10 images per
document type. Click next when all images are selected.

= = I-Trac Secure Document Upload
m |-Trac Secure Document Upload D P
Select File
Select File
2 files selected
No files selected. M 1esTING - Document Type Ajpg
M resTING - Document Type BJjpg
Choose File | No file chosen
| Choose File | No file chosen
[ < BACK H NEXT >
[ < BACK ][ NEXT >
CANCEL CANCEL

b. Take a photo using the camera on this device
The system will ask to use the camera if it hasn’t already been authorized. When the camera is
enabled, present the document in front of the camera, and use the viewer to center and wait for

focus.

1) Capture Button
Staff uses the capture button to capture the image.

F’" I-Trac Secure Document Upload

Take Photo Using Device Camera

CAPTURE

No images

{ < BACK ][ NEXT > ]

CANCEL

20| Page
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2) Retake & Keep Buttons
After an image is captured, users can retake the image or keep the image. When kept, the image will
be listed in the Selected Files section.

ﬁ I-Trac Secure Document Upload

Take Photo Using Device Camera

No images

< BACK “ NEXT >

CANCEL

3) Selected Files & Trash Icon
Once images are kept, they will appear in the selected files section as files added. Next to each
image, there is a Trash Icon to delete the image from the list of added photos.

ﬁ I-Trac Secure Document Upload

Take Photo Using Device Camera

2 document images ready for upload.

M camerasnaptong

M comersnzpzong

4) Next

Click when finished taking all pictures.

21| Page
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6. Confirm Upload

Once an image or file is chosen for upload and can be previewed before uploaded. Here, the user
completes an additional check to confirm the information that will be uploaded to the database. Click

confirm.
|:‘ |-Trac Secure Document Upload
Confirm Upload
Customer Name Document Image
A Test
e (¢
|-Trac Customer ID O G
1529572 —
= "
Document Type ‘ E
Training Provider Evaluation/Progress Report |

Issue/Effective Date
02/28/2022 | |

Issused By
PCC

m

[ < BACK H CONFIRM ]

7. Upload Successful & Next Steps
When the upload is confirmed and complete, the system will generate a success message. The system
will present the user with three buttons to choose from.

H I-Trac Secure Document Upload

@ Upload Successful

Document has been uploaded successfully.

l REVIEW NOW H UPLOAD ANOTHER DOCUMENT FOR THIS CUSTOMER H DONE

a. Review Now
Takes the user to the document details pop-up. This may seem like a redundancy, but it is a step
necessary to lock the document.

b. Upload Another Document for this Customer
Where the user needs to upload another document, they can click this button to start the Upload
process again for this specific customer.

c. Done
The user is done uploading.

22| Page
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How to Upload From Another Device

Users should select this option if the device they are on does not have a camera or the image is not stored on
the device AND they have a secondary device, like a tablet or phone, where they can use the camera or the
image of the document is already stored. When this option is selected, more options appear for the customer

to walk through the process to upload the image.

I. Select Staff Upload — Upload image from another device

ﬁ |-Trac Secure Document Upload

Customer Name
Ada.test Test

|-Trac Customer ID
1529401

Select how you are uploading the document.

O Staff Upload - Upload image from this device
@® Staff Upload - Upload image from another device
O Customer Upload - Send request ta customer for upload

2. Select Document Type
Specify which document to upload and click next. Staff may only upload one document type at a time.

Select document type.
Hospital Record of Birth v

3. Select Secure Link Option
Choose how you want to send the secure link to your device. When you retrieve the link or follow the QR
code from the secondary device, it will direct you enter the document’s details or document upload.

Select how you want to send a secure link to your device.

O Email (jmedhaug@worksystems.org)
O Text Message
O QR Code

a. Email
Emails will only be sent to staff’'s employer-based email account on record in the I-Trac system.

1) When email is chosen, a link will be sent to the staff’s email.

2) Staff will have two hours to retrieve the email, click the link and finish the upload.

3) When the link is clicked from the email, staff will be directed to an I-Trac secure document
upload page to complete their upload.

23| Page
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Iedormation Managarer Sysiem

I-Trac document upload link

https://www2.i-trac.org/Documents/StaffUpload.aspx?ak=904E23186E0F6278&t=D8B58386-84F1-4933-064A-EBCD34CA7493

This link expires in 2 hours.

b. Text Message
This option should be chosen where the staff is going to use their own secondary device to upload
the document. This should not be used to send the link to another third-party or customer.

1) When Text Message is selected, staff must also provide their cell phone number. The link
will be text messaged to the phone number provided.

2) Staff will have two hours to retrieve follow the link and finish the upload.

3) When the link is clicked from the text message, staff will be directed to an I-Trac secure
document upload web page to complete their upload.

2:56 of =) 2 oUE91%E
< +15034863360 L Q

|-Trac customer document upload link

for S. Test https://www2.i-trac.org
/Doci75ments/StaffUpload aspx?ak
=008C5989744AF64BFE53FD6/1CE
5CDD6010000000CT D3A43EBDAA4D
996600F0D4B8CCTECFFAADDOBBECE
9B276&1=35EAATDF-2E41-4E40-A86A
-1B7E200812B9 ]

¢. QR Code
This option is available for staff and is unique to this customer/document request instance. It is not
appropriate to use this option so the customer can access the staff uploading tool.

1) When QR Code is selected, the system will generate and display a QR Code.

2) Staff use their device camera or other QR reading app to scan the QR Code.

3) The QR Code will expire in two hours.

4) When scanned, staff will be directed to the I-Trac secure document upload web page to
complete their upload.

Scan the QR code below and follow the instructions on your device. This QR code expires in 2 hours.

4. Enter Document Details
Depending on the document type, the system will require certain data fields be collected about the

document.
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F‘ |-Trac Secure Document Upload

Enter Document Number, Document Issue/Effective Date, and Document Expiration Date for Identification (Driver's License)

Document Number
1234567 ]

Issue/Effective Date
02/01/2018 ]

Issued By

Oregon DMV

Expiration Date
02/01/2023
< BACK NEXT >

5. Select Document Source (File or Camera)

\V,V X! o
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There are two ways a staff can upload. Staff choose to select a file from this device or take a photo using
the camera. Click Next.

ﬁ I-Trac Secure Document Upload

Select Document Source

Select a file stored on this device

Take a photo using the camera on this device

o )]

a. Select image(s) stored on this device

Like standard upload tools, click choose file, browse system folders to select the correct document
and select it. File type must be JPEG or PNG image. Users may choose up to 10 images per
document type. Click next when all images are selected.

I:‘ [-Trac Secure Document Upload

Select File

No files selected.

Choose File | No file chosen
[ < BACK H NEXT >

CANCEL

a |-Trac Secure Document Upload

Select File

2 files selected

=

TESTING - Document Type Ajpg

gl

TESTING - Document Type BJpg

Choose File | No file chosen

< BACK H NEXT >

b. Take a photo using the camera on this device

The system will ask to use the camera if it hasn’t already been authorized. When the camera is
enabled, present the document in front of the camera, and use the viewer to center and wait for
focus.

Updated: 2022.03.01
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1) Capture Button
Staff uses the capture button to capture the image.

ﬁ I-Trac Secure Document Upload

Take Photo Using Device Camera

Noimages

CANCEL

2) Retake & Keep Buttons
After an image is captured, users can retake the image or keep the image. When kept, the image will
be listed in the Selected Files section.

Ia I-Trac Secure Document Upload

Take Photo Using Device Camera

CANCEL

26 |Page
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3) Selected Files & Trash Icon
Once images are kept, they will appear in the selected files section as files added. Next to each
image, there is a Trash Icon to delete the image from the list of added photos.

[E“ I-Trac Secure Document Upload

Take Photo Using Device Camera

CAPTURE

2 document images ready for upload.
W comerssnaptong

M comerasnapzong

< BACK NEXT >

CANCEL

4) Next

Click when finished taking all pictures.

6. Confirm Upload
Once an image or file is chosen for upload and can be previewed before uploaded. Here, the user
completes an additional check to confirm the information that will be uploaded to the database. Click

confirm.
R |-Trac Secure Document Upload
Confirm Upload
Customer Name Document Image

A Test
e (¢
I-Trac Customer ID O G
1529572 S

Document Type

Training Provider Evaluation/Progress Report

Issue/Effective Date
02/28/2022

Issused By
pCC

Viewing image 1 of 3

< BACK H CONFIRM
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7. Upload Successful & Next Steps
When the upload is confirmed and complete, the system will generate a success message. The system
will present the user with three buttons to choose from.

ﬂ |-Trac Secure Document Upload

@ Upload Successful

Dacument has been uploaded successfully.

[ REVIEW NOW ” UPLOAD ANOTHER DOCUMENT FOR THIS CUSTOMER ” DONE

a. Review Now
Takes the user to the document details pop-up for review. This may seem like a redundancy, but it is
a step necessary to lock the document.

b. Upload Another Document for this Customer
Where the user needs to upload another document, they can click this button to start the Upload
process again for this specific customer.

¢. Done
The user is done uploading.

After Staff Upload

Generally, the staff that uploads the document will review their documents and then attach an enrollment
episode to the document in short order. Where staff do not review immediately, they will receive
notifications & prompts to complete the review.

Customer Upload

Users with permissions, can generate and send an email request to the customer for uploads. The email sends a
secure link that the customer uses to access the secure upload tool. This option is great because so many
customers have smart phones and tablets and can upload documents from home rather than trying to get the

document to staff for upload.

Coordinate With Customer Beforehand
This option requires staff to have a prior discussion with the customer to:

1. Confirm the customer has a device with a camera or has the documents already saved on a device.

2. Specify which policy driven documents the customer has and can upload.
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3. Validate the email address where the request will go.

4. Inform the customer watches for an email from noreply@secureupload.org

5. Confirm the customer should upload the documents within 24 hours of the request or the link that is
generated for upload will expire.

How to Send Request for Customer Upload
This option includes some basic instructions and is asking staff to complete the following elements.

I. Select Customer Upload — Send request to customer for upload

H |-Trac Secure Document Upload

Customer Name
Adatest Test

|-Trac Customer ID
1529571

Select how you are uploading the document.

) Staff Upload - Upload image from this device
! Staff Upload - Upload image from another device

r 2 Customer Upload - Send request to customer for upload

2. Validate Customer & Document Request Details

|:‘ |-Trac Secure Document Upload

Send Document Upload Request for Adatest Test - 1529572

This tool allows you to send an auto-generated email to the customer named above. The email will contain a link to a secure
online form where the customer can upload image files of their eligibility documentation securely. The link sent to the customer
is unigue to this request and will expire in 24 hours.

Customer Email ‘test@test.com

Validate this email is correct. The email request will be sent to this account,

Document Type Select a type of document you know the customer has and can upload.
Identification (Driver's License) v
Comments The auto-generated email will include your name and work email address. You may include

other personalized instructions, notes, or contact information here. Please do not include
personally identifiable information about the customer.

|As discussed, your ID Jis needed to validate your DOB for enroliment into XYZ program

215 characters remaining

< BACK H SUBMIT

CANCEL

a. Customer’s Email

I-Trac will default to show the most recent email address from any enroliment episodes. Staff can
change or add an email address for the customer here. Any new email saved will be stored.
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b. Document Type
Staff may request only one document at a time. If staff
requests the same document twice within the 24-hour

A SYSTEM UPDATE

period, the first request will expire when a new request for With this system enhancement, staff may
the same document type is sent. Review Expired Links and oalrequesEONE o mentiatiatime qihisls

because the system is now allowing
documents with multiple pages be uploaded
and multiple images in one upload can bog
down the system considerably.

Errors for more information.

¢. Comments
This is an opportunity for staff to customize a message for the customer. Click Submit.

3. Confirmation
When the request is complete, the system will generate a success message. The system will present the
user with two buttons to choose from.

I_:a |-Trac Secure Document Upload

®

Request has been sent to the customer successfully.

[ SEND ANOTHER REQUEST TO THIS CUSTOMER H DONE

b. Send Another Request for this Customer
Where the user needs to send another document upload request, they can click this button to start
the Upload process again for this specific customer.

¢. Done
The user is done uploading.

Customer is Sent Email With Link To Upload

After the request is completed by staff, the system will generate an email that contains a unique link to the
secure upload form.
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Jm I-Trac System Administrator has sent you a request for documentation

&“ &
@ Secure Upload <NoReply@secureupload.org= D Reply D Reply All | — Forvard &

To Jennifer Medhaug Mon 2/28/2022 8:47 AM
Please do not reply to this email. This email is not monitored for replies.
Hello Adatest,

Jm sent this request for you to upload required eligibility documents securely. If you have questions, concerns, or issues, please contact:

Jm I-Trac System Administrator
imedhaug@worksystems.org

Message from Jm:

As discussed, your ID is needed to validate your DOB for enrollment into XYZ program.

The link below will direct you to our secure upload web form. Please click the link or copy the URL and paste it into your web browser.
https://www?2.i-trac.org/Documents/CustomerUpload.aspx?g=N5562Y &v=L9CSECC2B-F727-4C6C-84EF-833B03AA040FU

This link will expire in 24 hours (Mar 1 2022 8:47AM). If you need a new link generated, please contact the staff person named above.

If you have received this notification in error, please delete and ignore.

Figure 12 — Example of an email sent to customer with a link to upload.

From Address: noreply@secureupload.org
Customers should watch for email from this email address. Check spam/junk folders and if they have
trouble, set this email up in contacts so email systems do not automatically discard or block.

NOTE: If customer still cannot find the request, send a new request, and double check the customer’s
email is correct.

Branding

The email is free of any branding because this tool can be used by any grant/fund using |-Trac. Because
branding is removed, it is important the customer knows this is a legitimate email ahead of time.

Message From [Staff First Name]
The comments the user added when requesting customer upload will appear in the body of the email.

Expired Links and Errors

There are three reasons a link will expire and the customer
will receive a webpage error. Staff can send a new request,
but should again coordinate with the customer. 2 e B

Error

We're sorry, but this page cannot be opened. Your request may have expired.

1. If the customer tries to follow the link after the 24- Contactthe staff named inyour emil or assistance
hour expiration date/time rule.
2. If the customer has already submitted documents Figure 13 - Error message a customer may see.

related to this request, the links will error.
3. Ifanewrequestis sent to the customer, older document request links will error.
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Upload image from device or authorize application to use the camera to capture images of the document.

When choosing a file, they must choose an allowable file type from their device.

Fﬁ Secure Upload

Document Type Select File
Identification (Driver's License) Choose File | No file chosen

2 files selected

Security of Your Personal Information

uthorized staff.

the document below. You can select up to 10 images. Please be sure images are taken of the original document and that they are not blurry. If you

kets Layer (SSL) software to encrypt your images. making it impossible for unauthorized users to intercept information transmitted from your browser to our secure server where it will be stored

Figure 14 - Customer facing secure upload form.

Multiple Page Documents
Where a document has multiple pages, they may select up to 10 images.

Allowable File Types

The system will allow jpeg or png image files to be chosen in this upload tool. The customer should

choose a file for each document before clicking Upload button.

Upload Successful
The customer will see a message to confirm their upload is successful.

@ Upload Successful

Thank you for submitting your documents.

Figure 15 - Customer successful upload message.

Help

There is a help page with helpful hints for a successful upload. There is not a generic technical support
contact. Instead, the staff person that made the request is the contact for assistance. If the staff person

Updated: 2022.03.01
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receives a call for help and cannot help, then the staff person should contact support@i-trac.org for
assistance.

v Help

If upload does not complete or your request keeps timing out, your images may be too large. Please try reducing image size by using a photo editor app on your
device.

Tips:

* |If you are trying to submit a photo using a mobile device, your browser may need permission to access your camera or photo album.

* Provide a high-quality JPEG or PNG file, Take photos in a well-lit room, and try to fill the camera frame with as much of the document as possible, Make sure
that the image is not blurry or obscured.

* Submit a photo of an original (not photocopied) and undamaged ID.

. . . Staff Name at Staff Email
For questions and technical assistance, please contact

Figure 16 — Help page in customer secure upload.

After Request for Customer Upload

Because it may take the customer up to 24 hours to upload their documents, there is time between the
request for the upload and the review and staff cannot attach an enrollment episode to the document until
the review is complete.

The staff that does make the request, will receive an email notification when the customer completes the
upload. Where staff do not review immediately, they will have a login pop-up when reviews are needed.
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A Notifications & Prompts to Review

The user who completes staff upload or requests a customer upload will be prompted to review following their
own upload. They will continue to be notified there are reviews needed, until they the documents are reviewed.

Review Now Button

Following staff upload, the user receives the Upload Successful message. At this time, the user is prompted to
review the documents now. This is optional at the time of upload because staff may have more documents to
upload before they choose to review.

B I-Trac Secure Document Upload

@ Upload Successful

Document has been uploaded successfuly.

REVIEW NOW ” UPLOAD ANGTHER DOCUMENT FOR THIS CUSTOMER ” DONE

Figure 17 — Button to Review Now.

Pop-up

This pop-up appears at the foot of the user’s I-Trac page. The Customer Documentation link will direct the staff to
the Search Tab of customer documentation and will automatically return search results for all their individual
documents needing review. Staff can close this prompt to ignore it for their current I-Trac session; however, the
prompt will return the next time they login or if they refresh their browser, and if there are documents that are not
reviewed.

0 You have documents to review. Go to the Customer Documentation tab. w

Figure 18 — Pop-up that appears at foot of I-Trac when user is logged in.

Email Notification

Where staff request the customer uploads their own documents, the staff that made the request will receive an
email notification that the documents ready for review.

Dale Test (Customer ID 1523844) has submitted secure files for you to review.

\ <
@ Secure Upload <NoReply@secureupload.org> 3 Reply © Reply Al

To

Dale Test (Customer ID 1523844) has submitted secure files for you to review.

Figure 19 - Example of email for staff when customer has completed upload.
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., Document Details Pop-up

=

Staff with appropriate permissions levels can open the document details pop-up by clicking the review/select
button found in search results. See the permissions chart for the clear visual that explains what users can view,
edit, and delete and when they can do it (before review, after review or after attaching enrollments).

Bocument Detans

Customer Name

Reviewer Name
Review Date
Reviewer Notes

Document Type il
Document Number

lsue/EffectiveDate [ ]
Issued By

Expiration Date

lewing image 1 of 2 EIEI

®
©

[ Complete Review ] | Cancel |

Figure 20 - Example of Document Details Pop-up where document is not reviewed.

Multi-Page Arrows

Where a document type has multiple pages that were uploaded, staff can scroll through the pages using the
left/right arrows.

Complete Review Button

If the document has not yet been reviewed, the fields will be editable. Staff clicks the Complete Review button
below the image.

Required Data Fields

Data fields that must be complete for the Document Type, will be yellow. Where a field is present in the image,
but is not a required field, it is best to be sure this data is entered in the field regardless. The reason this can
happen is sometimes document details vary by the source.
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After review is complete, only admin level users and monitors can view the Document Image or full Document

Number.

Updated: 2022.03.01

Document Details Q

Customer Name Adatest Test Reviewer Name I 1 Trac Systemn Akministrator
271872022

Figure 21 - Image/Document Number are hidden after review.
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cg Review Purpose & Functionality

The review is an important step in the documentation upload procedures is completed for a variety of purposes.

Reviewers

Any user with full data entry or admin level permissions can complete a review. Generally, the user who
completes a staff upload or requests a customer upload is going to complete the review. I-Trac generates
notifications and prompts to review for that user.

Purpose of the Review

There are multiple reasons for the review.

Validate the Uploaded Image is Not Corrupt
During the upload process, staff preview the document to be uploaded, but the only way to confirm the actual
image was saved to the database without any issues is to Review the document.

Accuracy

The reviewer is confirming the document image and data elements captured from the document image are
accurate. They are confirming the document is attached to the correct customer. When other users are
attaching enrollments to this document, they are relying on the original review.

Reviewer Attestation

The reviewer of the document is stored. If there are issues with the document that are found during
monitoring, questions will be directed to the reviewer and their Grant Administrator. Staff must take this step
very seriously because the collective of all users are relying on the review to be accurate.

Hide Elements

Because the reviewer is confirming the data elements captured are accurate, the Document Image and full
Document Number are hidden.

Required to Attach Enrollment to a Document
Only reviewed documents can have a customer enrollment episodes attached to it.

Rules Management

Rules related to viewing documents, editing documents, and deleting documents are embedded into the
system to limit errors, secure documents, and ensure customer privacy wherever possible. Rules are
permissions-based and change throughout the documentation process. The best explanation of permissions-
based functionality and rules are outlined in the permissions chart.

How to Review

The steps to review are straight forward. Remember, not only the staff who requests a customer upload or
uploads the document can review the document.
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I. Find Customer’s Document

Either search for the customer’s uploaded document or follow the notifications & prompts to review
when presented.

2. Click Review Button

The review button will open the Document Details Pop-up. If a document has already been reviewed, the
button will be a select button and the document cannot be reviewed again.

Customer Name Customer ID Birth MM/DD
Adatest Test 1529572 06/01

Document Type I

Identification (Driver's License)
Training Provider

Evaluation/Progress Report

CASAS Goals

Follow-up Survey (Signed)

select Quarterly Tax Payment Forms
Birth Certificate

|dentification [Government lssued

Photo D)
Self-Photo

3. Validate the Document
Validate the image is not corrupt and validate the document’s data fields against the image.

a. Iftheimage is not legible or is corrupt, the document should be deleted and uploaded again. Do not
complete review.

b. If the image is good and the document fields are complete, proceed with review.

Document Details °

Customer Name Ada.test Test Reviewer Name Jm I-Trac System Administrator
Review Date 2/14/2022

Document Type \dentification (Driver's License) v Reviewer Notes

Document Number 1234567 |

Issue/Effective Date  |2/2/2012 |

Issued By Oregon DMV \

Expiration Date 2206 |

®
©

4. Complete Review

Click the complete review button to finalize the review for the document.
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Following the review, the document image is hidden, the document number is partially hidden. Only users with

admin level permissions can edit the document and only if there are no enrollments attached.

Updated: 2022.03.01

Document Details Q

Customer Name Adatest Test Reviewer Name

Expieation Date 21172008

Figure 22 - Image/Document Number are hidden after review.
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% Attach Enroliment to a Document

Once a document is uploaded for a customer, it is unique to the customer, but attaching a customer’s current
enrollment episode to a document is going to help all users know more specifically how the document was needed

and which enrollment(s) use it for their backup documentation.

Attached Enrollments Field

This field has multiple functions and rules. Overall, it allows all users to view which enrollments are using the
customer’s documents. It also allows users with permissions to open the Attached Enrollments Pop-up to add new

enrollments or view the notes.

Attached Enrollments

o WorkSource DW - WS Medford (05/04/2015)

» DWG Disaster (Fires) - WS Grants Pass (02/10/2022)
« BTWO2 - WSO Medford TIC (05/15/2015)

Figure 23 - Example of a customer with enrollments attached to documents.

Attach Button Visibility

Before a document can have a current enrollment episode attached, the document must be reviewed. The

attach button will not be visible until the review is complete.

Customer Name Customer ID Birth MM/DD  Recent Fund Activity
Adatest Test 1540384 il WoriSource Adut S Medford)
Document Type Issue Date Issued By Expiration Date  Staff Request Uploaded By Reviewed By Attached Enrollments
Identification (Driver's License) 2/1/2022 ORDMV 2/1/2028 Cindy Manning (Staff)
Figure 24 - Example where review is needed and attached button is missing.
Customer Name CustomerID  Birth MM/DD  Recent Fund Activity
Adatest Test 1520572 0601 DWG Disaser (Fires), WorkSource DVW (WS Medford), WorkSource DY (WSP N/NE), WorkSource DW (EDIT to your provider
Document Type Issue Date Issued By Expiration Date  Staff Request Uploaded By Reviewed By Attached Enrollments

|dentification (Driver's License) 0 OR DMV 2/1/2028 RO2Reboot Train Adatest Test (Customer) Jm |-Trac System Administrator]

Figure 25 - Example where review is complete, so attach button is visible.

Permissions

Like most of the customer documentation functionality, it is permissions-based. Like uploading and reviewing,
generally staff responsible for case management/grant permissions are going to be working with customers to
collect documentation which supports one or more enroliment episodes and admins. Therefore, staff with full

data entry or admin level permissions are those permitted to attach an enrollment to a document, view notes
after attachment, edit notes after attachment or remove an enrollment after attachment.

Updated: 2022.03.01
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Attached Enrollments Listed

All the enrollments that have been attached to this document have been listed.

Enrollment Naming
The enrollment naming aligns with the Service Provider naming found on the Provider’s Tab of the
customer’s record and includes the Application Date to help specify the exact enroliment:

e Service Provider (Application Date)

Hyperlinks to Open Enrollment Episodes

Where the user has any level of permissions to the customer’s enrollment episode, the enrollment name
will be a hyperlink. Where the text is black, the user does not have any level of permissions to open the
enroliment.

Attached Enrollments Pop-up

This pop-up opens when the attach button is clicked. Monitors and users with full data entry and admin level
permissions will be able to click the attach button. In this pop-up, the user is choosing the enrollments they
wish to attach to the document.

Adding an Enrollment
The user must have full data entry or admin level permissions to each enrollment they want to select. The
enrollment also needs to be a current enrollment. Where these conditions do not apply, the box is grayed
out and cannot be selected.

Attached Enrollments - Identification (Driver's License) 0

Select the customer's enroliments to attach it to this document
Unselecting will remove attachments.

WorkSource Adult - WS Medford (05/05/2015)

WorkSource Oregon - Not Adult/DW Eligible (05/05/2015)

Figure 26 - Attached Enrollments Pop-up where users select the enrollments they need to attach to the document.

Notes

This notes field is where staff can be very specific about the document and how it is being used for the
customer’s enrollment. For example, an identification may be used to document DOB for eligibility, or a
GED might be used to document credential attainment performance. Whatever the reason the document
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is needed, this field can help to clarify its use. Clarity is helpful to those conducting grant oversight, file
reviews and grant monitoring.

Attached Enrollments - Identification (Driver's License) o

Select the customer's enrcllments to attach it to this document
Unselecting will remove attachments.

/| WorkSource Adult - WS Medford (05/05/2015)
\Verify DOB for eligibility

WorkSource Oregon - Not Adult/DW Eligible (05/05/2015)

Figure 27 - Example of notes that explain how the document is used in the enrollment.

Adding Notes
When an enrollment is selected, users with full data entry or admin level permissions can add a note

to help specify how the document is used.

Viewing Notes
Monitors and full data entry level users can view the notes after they are saved.

Editing Notes
Only users with admin level permissions can edit or delete this information later.

How to Attach an Enrollment to a Document

Only users with full data entry or admin level permissions to a current enrollment episode can attach an
enrollment to a document.

1.

2
3.
4

Click the attach button for the specific document

Check the box for the selected enrollment.

Add notes related to the use of this document for this enrollment.

Click Save.

How to View a Note After Attachment

Only monitors and users with full data entry or admin level permissions at least one current enrollment episode
can open the Attached Enrollments Pop-up to view the notes.

Click the attach button for the specific document to view all enrollments and their notes.
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How to Edit a Note After Attachment

Only users with admin level permissions to the specific enrollment episode can edit the note.

1. Click the attach button for the specific document
2. Edit the note related to the use of this document for this enrollment.

3. Click Save.

How to Remove an Enrollment After Attachment

This step is required before a document can be deleted. Only users with admin level permissions to the specific
enrollment episode can unselect the enrollment to remove the attachment.

1. Click the attach button for the specific document

2. Uncheck the box for the enrollment to unattach.

3. Click Save.
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Support

For all staff questions or to delete/edit data in these tools where your permissions do not allow you to
do it, please contact your grant’s administrator. The Grant Administrator needs to review the request
and determine whether they will change it. Their permission allows them to complete most data
changes in I-Trac and where they cannot, they will send the request to I-Trac Support.
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